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I. INTRODUCTION AND PURPOSE OF NC STATE’S COMPLIANCE AND INTEGRITY PROGRAM 

North Carolina State University (“NC State”) is committed to creating and sustaining a 

university-wide culture of compliance and ethical conduct. Compliance means not only abiding 

by applicable laws, regulations, policies and ethical values in the performance of obligations 

and duties, but also having various policies, practices and procedures in place which support 
the coordination, management and monitoring of these established standards. 

NC State operates in an increasingly complex regulatory environment, which requires the 

university to sharpen its focus on accountability and ensure compliance with our legal and 

ethical responsibilities. In a university setting, compliance is less about regulating individual 
behavior; it’s more about understanding and adhering to applicable regulatory requirements that 
apply to university activities as an institution. Because NC State engages in such a broad range 

of activities, the number and scope of applicable requirements is vast. 

NC State’s Compliance and Integrity Program (Program) is designed to promote and integrate 

the university’s values into its daily and long-term decisions and actions related to its 

educational, research and business practices. The success of NC State’s Program is predicated 

on the university’s embrace of a culture of compliance and the identification of key goals toward 

the attainment of the university’s compliance objectives. Consistent with NC State’s values and 

strategic goals, the Program is designed to create a culture of constant improvement in order to 

achieve excellence. 

The Program is guided by the Federal Sentencing Guidelines Manual, Chapter 8, Part B, Section 

2.1 The ultimate goal of the Program is to enhance compliance consciousness in the campus 

community by helping NC State’s faculty, staff and other community members perform their 
roles and responsibilities to the best of their 
ability and with the highest level of integrity. 
The Program is an enterprise-wide 

commitment that requires contributions 

from everyone to ensure its success. 

The establishment of the Program 

demonstrates NC State’s commitment to 

meeting its legal and regulatory 

responsibilities and to fostering a culture 

that promotes ethical conduct and the 

university’s values. Figure 1 displays the 

core components and activities of the 

Program. 

Figure 1. Program Components 
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This Plan outlines and describes the Program, its components, and various activities aimed at 
accomplishing the Program’s goals and purposes. The Program is designed to optimize the 
effectiveness in preventing or detecting noncompliance, unethical behavior and criminal 
conduct. 

This Plan is intended to be dynamic, capable of adapting to changes in the implementation of 
an effective compliance and integrity program, the university’s mission, values, and strategic 
goals, and the continually evolving regulatory landscape. It is the responsibility of the University 
Compliance and Ethics Officer, after consulting with the University Compliance Steering 

Committee, to implement  modifications to this Plan and assure NC State’s continued 
commitment to the highest ethical standards and adherence to applicable federal, state, and 
local laws and regulations and NC State 
policies, rules and regulations (PRRs). 

II. GOVERNANCE AND OVERSIGHT 

NC State’s Program, driven by the 
Chancellor’s leadership, emphasizes the 
university’s commitment to integrity, a 
culture of compliance and the promotion of 
the highest ethical standards for all 
employees. Oversight responsibility for the 
compliance program and function is through 

the Office of General Counsel. The Vice 
Chancellor and General Counsel reports directly to the Chancellor. Compliance responsibilities 
and day-to-day functions are decentralized at the institution, with numerous University units 
responsible for a compliance area or issue. Many compliance officials and partners work 
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across various administrative and academic units on campus to facilitate and ensure 

compliance. To assist with information sharing and collaboration across the university and in 

the Program, two organizational groups - the University Compliance Steering Committee and the 

Compliance Officials Working Group - were created. Together, these groups enhance the 

effectiveness of the Program and establish a vast body of compliance, ethics and risk 

knowledge. The Program primarily originates out of the Office of General Counsel.. 

A. Board of Trustees 

Governing oversight for the Program is established through the Board of Trustees’ Audit, 
Risk Management and Finance (ARMF) Committee. The ARMF Committee provides oversight of 
the risk management and compliance functions and receives reports on risk management, 
compliance and legal issues. The Vice Chancellor and General Counsel serves as the liaison to 

the ARMF Committee, and is responsible for keeping the Board of Trustees apprised of 
compliance activities, updates, and developments. 

B. University Compliance Steering Committee 

Appointed by the Chancellor, the University Compliance Steering Committee (Steering 

Committee) provides executive oversight with respect to the Program, with a mission of 
promoting excellence in NC State’s efforts to comply with its legal, regulatory and ethical 
responsibilities. The Steering Committee is responsible for advising on the University’s ethics, 
compliance and training priorities and also provides oversight, strategic advice and direction to 

the Compliance Officials Working Group. The Committee is tasked with identifying compliance 

risks and threats posed to the university and providing strategic advice for mitigation and 

minimization of such threats. 

C. Compliance Officials Working Group 

The Steering Committee has appointed a Compliance Officials Working Group (COWG), which is 

composed of officials with executive responsibility for key compliance areas across the 

University. The mission of the COWG is to help facilitate and enhance NC State’s Program by 

promoting a culture and understanding of compliance and ethics. The COWG helps to support 
the Program’s goals by providing compliance leadership in the University’s academic and 

administrative units and ensuring effective communication and collaboration among employees 

responsible for compliance. The COWG also assists the Steering Committee in promoting a 

culture of integrity and adherence to applicable federal, state, and local laws and regulations, as 

well as university PRRs. The members of the COWG are tasked with identifying compliance risks 

and threats posed to their specific respective unit and proposing and implementing mitigating 

measures designed to minimize such threats. The COWG membership was adjusted in 2023 to 

include compliance officials who have direct responsibility and expertise in their respective 

compliance area. 

D. University Compliance and Ethics Officer 

As a part of the Office of General Counsel, and reporting to the Deputy General Counsel, the 

University Compliance and Ethics Officer (UCEO) is responsible for central coordination and 

facilitation of the Program, including overall coordination of the Program’s governance structure 

and related working groups. The UCEO also supports the Office of General Counsel and 

individual units in implementing legal and compliance guidance, ensures new compliance 

obligations are communicated and adhered to by relevant university stakeholders, and provides 
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strategic advice regarding the incorporation of the university’s core values into a culture of 
compliance, ethics and integrity. The UCEO also helps manage the EthicsPoint hotline, federal 
foreign transaction reporting and the compliance risk assessment process. 

See Figures 2 and 3 for charts displaying the Program’s organizational structure and governance 
structure, respectively. 

Figure 2. Compliance Program Organizational Structure  

Figure 3. Program Governance Structure 

III. RESPONSIBILITY MATRIX & FUNCTIONAL RESPONSIBILITIES 

A. Compliance Matrix 

In order to effectively identify and maintain NC State’s Program and compliance landscape, a 
responsibility matrix for compliance areas is maintained and regularly updated. The 
responsibility matrix serves as a foundational dataset identifying all of the NC State’s 
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compliance areas and responsible units. The development of the matrix assists in identifying 

areas of improvement in the University’s compliance objectives and assigning the compliance 

ownership to the responsible appropriate unit NC State’s Compliance Matrix can be found at: 
Responsibility Matrix | Compliance and Integrity/. 

B. Functional Responsibilities of Compliance Partners 

All personnel at the university who work towards compliance are considered the Program’s 

“Compliance Partners.” NC State’s Program also relies on the identification of compliance 

ownership and employee responsibilities at the unit level across the university. Leaders on 

campus with delegated compliance ownership and responsibilities identify individuals in their 
units into two tiers for compliance areas: Level 1 - Responsible Compliance Officials and Level 
2 - Points-of-Contact. This tiered approach encourages units to clearly define and communicate 

compliance roles and responsibilities for identified positions. The responsibilities for these 

levels include: 

Level 1: Responsible Compliance Officials 

▸ Fostering an atmosphere of ethics, integrity and compliance 

▸ Demonstrating commitment and visible willingness to let values drive decisions and 

articulating the expectation that others should do the same 

▸ Exercising effective compliance and integrity supervision, oversight and monitoring, 
including using metrics to assess compliance efforts 

▸ Integrating compliance and integrity expectations into performance evaluation criteria 

for direct reports with compliance obligations 

▸ Creating an environment where employees feel comfortable reporting misconduct 
▸ Ensuring a corresponding Point-of-Contact is identified for each compliance area 

▸ Establishing, communicating, and evaluating compliance expectations for each 

Point-of-Contact or other direct report who work on compliance efforts in the unit 
▸ Identifying opportunities for creating a culture of constant improvement 
▸ Emphasizing that a commitment to compliance is more important than a commitment to 

results; the means are as equally important as the ends 

Level 2: Point of Contact (POC) 

▸ Serving as a subject matter expert for their specific compliance area(s) 
▸ Developing and communicating PRRs, standard operating procedures (SOPs) and best 

practices for compliance and integrity attainment 
▸ Developing subject matter information, resources and training content 
▸ Creating an environment where employees feel comfortable reporting misconduct 
▸ Coordinating with compliance partners to move the entire unit towards the attainment of 

compliance and integrity objectives 

▸ Striving for the attainment of the compliance and integrity objectives 

▸ Acting ethically in all endeavors and report known or suspected incidents of misconduct 

Members of the COWG may be either Responsible Compliance Officials or Points of Contact; 
however, not all Responsible Compliance Officials or Unit POCs are members of the COWG. 
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IV. ETHICS AND VALUES 

A. Creating a Safe and Ethical Environment 

NC State uses reasonable efforts to ensure any person within the university’s leadership, and 

other positions with authority, have not engaged in illegal activities or other conduct 
inconsistent with the Program. As part of NC State’s pre-employment screening process, offers 

of employment are contingent upon an applicant’s successful completion of background checks 

applicable for the position. Current employees accepting new or modified job duties and 

volunteers working with minors must also successfully complete a background check. In 

addition, employees are required to report any criminal conviction to their supervisors within five 

(5) days of such conviction and will be subject to an additional background check. See REG 

05.55.08—Background Checks. 

B. Promotion of Ethics and Integrity 

NC State’s PRRs provide guidance and standard practices for conducting the university’s 

activities with honesty and integrity. These PRRs may subject students, employees and 

volunteers who engage in unethical behavior to discipline. “Unethical behavior” includes 

behavior that violates applicable laws, university PRRs, and codified standards set by 

professional organizations that apply to the relevant job duties performed by employees. Each 

campus unit is further responsible for establishing and documenting relevant standards, 
procedures, policies and guidelines to promote operational excellence through ethical behavior. 
These efforts should encourage commitment to the university’s values and standards, along 

with specific unit guidelines for performance and conduct. 

V. COMPLIANCE POLICIES AND PROCEDURES 

NC State has established policies covering nearly all areas and activities of the University which 

help to create a system of compliance and internal controls. NC State’s PRRs reflect regulatory 

and institutional requirements, clarify responsibilities and set expectations for conducting 

University operations. NC State’s PRRs are made available through the University’s PRR website 

and are presented in a searchable format. These PRRs are continually updated and reviewed to 

ensure policies align with compliance expectations for Compliance Partners. 

NC State REG 01.25.05 – Procedure for Formatting, Adopting, and Publishing Policies, 
Regulations, and Rules (PRR Protocol) establishes how university PRRs are developed, reviewed, 
approved and maintained. The Office of General Counsel oversees the process of adopting, 
revising, and repealing PRRs and maintains the online library of university PRRs. As part of this 

process, Responsible Compliance Officials must give notice of new and revised PRRs to the 

University Council, other relevant constituency groups (e.g., faculty senate, staff senate) and 

sometimes the entire campus community when needed. 

Additionally, university units with compliance responsibilities engage in developing SOPs, best 
practices and guidance and refining internal unit guidelines and standards. These materials are 

reviewed on a periodic basis. 

VI. MONITORING, METRICS AND MITIGATION 

Everyone in the NC State community is responsible for complying with applicable laws, 
regulations and university PRRs and acting in an ethical manner in all endeavors. Compliance 
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functions at NC State are integrated into the activities that take place across our campuses 

every day. For instance, Compliance Partners work within many units, such as the Offices of 
Sponsored Programs and Regulatory Compliance Services (SPARCS), Athletics, the Provost’s 

Office, and Finance and Administration. 

In addition to the individual responsibilities of unit Responsible Compliance Officials, the 

following are mechanisms within the Program by which NC State is able to review and monitor 
compliance. 

A. Periodic Review of Compliance Objectives 

The Program’s Compliance Partners, including Responsible Compliance Officials and Points of 
Contact, collect and centrally report data and metrics to identify strengths in compliance 

activities and areas for enhancement. The centralized data collection of compliance metrics are 

periodically reported to university leadership, including to the Board of Trustees and the UCSC, 
in order to assist in the review and evaluation of the Program’s effectiveness. When appropriate, 
modifications are made to the Program. 

B. Compliance Risk Assessments 

Compliance risk assessments are an integral part of any organizational compliance program 

pursuant to federal guidelines and frameworks for effective compliance programs. The 

Program’s COWG members complete compliance risk assessments to enhance strategic 

decision-making, resource alignment and prioritization of risk areas. The compliance risk 

assessment process involves information gathering, to include identification of risks, scoring 

the probability and impact of risk events, developing proposed risk response activities, and 

prioritization. Risk area and relevant responses will be periodically assessed to ensure units 

have the resources and support to address priority items. 

C. Performance Evaluation 

A key to the success of the Program is the identification of employees with compliance 

oversight and ownership. Responsible Compliance Officials and Points of Contact are evaluated 

and assessed on their commitment to attaining their compliance objectives. See NCSU REG 

05.50.08, Annual Evaluation of EHRA Non-Faculty. The evaluation and assessment includes 

discussing the importance of compliance responsibilities to direct reports, establishing an 

evaluative criteria to measure compliance attainment and using data to assess compliance 

efforts. 

D. Conflicts of Interest and Commitment 

As a state institution and recipient of federal funds, NC State must comply with requirements 

regarding the disclosure and management of conflicts of interest and commitment. Additionally, 
the University is committed to conducting university business and activities with integrity. NC 

State has developed PRRs to identify, manage, and when appropriate, remove potential and 

actual conflicts of interest and commitment. NC State REG 01.25.01 – Conflicts of Interest and 

Conflicts of Commitment, administered by SPARCS, communicates the requirement that all 
employees who are exempt from the Human Resources Act, as well as individuals involved in 

federally funded research, are required to complete a conflict of interest and commitment 
disclosure annually. In addition, these employees and individuals are required to update these 

disclosures when conflicts of interest or commitment arise. 
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E. Third Party Management 

University units are expected to have an understanding of the qualifications and associations of 
outside contractors or vendors, i.e., third parties. Unit Points of Contact are expected to perform 

due diligence by conducting screening or vetting of these third parties using appropriate federal 
and state resources and databases. Unit POCs must also ensure that their contracts specifically 

describe services to be performed and that the third parties are actually performing those 

services. Management of any compliance or liability risk concerns with these third parties 

should be mitigated by contract and, where practical, transferred to the third party. In addition, 
depending on the relevant subject matter and circumstances, Compliance Partners should 

require outside third parties to grant NC State audit rights to the documents, books and 

accounting related to the contractor or partner’s performance of the agreement. Tools to 

manage third party contracts or relationships are also recommended to keep track of these 

engagements. 

F. Emerging Technology 

NC State is proud to be a pioneer in developing 

and leveraging new technology, including 

information technology (IT) tools. The university 

evaluates and monitors emerging technology 

intended for operational use through a number 
of approaches, including IT governance, third 

party risk management, procurement procedures 

and PRRs, data and technology management 
PRRs, and focused review of information 

technology tools like artificial intelligence (AI). 
Use of emerging technologies is also addressed 

in compliance and enterprise risk assessments 

and reviewed by stakeholders to ensure proper adoption. For example, NC State established an 

AI advisory committee with subgroups focused on academic, research, and business use cases. 
These advisory subgroups established guiding principles for University AI adoption and usage. 
Resources and education on AI tools are also available for multiple areas in the NC State 

community, including in IT purchasing, NC State Extension, Libraries, and communications and 

marketing. More information about the use of AI at NC State can be found at AI at NC State. 

VII. TRAINING 

NC State engages in efforts to communicate its compliance and integrity policies and standards 

to university leadership, Compliance Partners and all appropriate NC State employees. Effective 

communication, education and training are necessary to ensure that all campus constituents 

are aware of and understand the applicable laws, regulations and university PRRs that apply to 

them. Education and training are fundamental to raise awareness of ethics and compliance 

requirements, responsibilities in fulfilling the requirements and the consequences of 
non-compliance. 

Training and education programs are included as both educational and mitigation components 

of the Program. A number of general and specific training courses help NC State employees 

understand their legal and ethical responsibilities and relevant risks they may encounter in the 
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performance of their job duties and areas of expertise. Training and education programs are 
also utilized to manage required federal, state or University certification requirements, and 
provide updates on best practices in their relevant fields, as well as to provide awareness for 
regulatory or statutory changes or even new business trends. 

Training and education opportunities include rich content development and a comprehensive 
multimedia presence, which utilizes a variety of educational mediums. These methods of 
training include real-time or asynchronous sessions, web-based training tools and in-person 

training for mandatory and voluntary 
education programs. Training is expected 
to be tailored to the participant’s 
sophistication and subject matter 
expertise. Training should also include 
lessons learned from previous 
compliance incidents, both those 
occurring at NC State or at other 
universities. Initial compliance training 

may address specific legislative or 
regulatory compliance, but the scope of 
compliance training should be built upon 
to include information and application of 
NC State PRRs, compliance activities of 

the specific unit and division, information on a specific role’s functions and supervisor training. 

NC State centrally tracks employee training participation to ensure our employees receive 
training in their relevant and responsible compliance areas. Examples of compliance training at 
NC State include training on the Jeanne Clery Campus Safety Act, Title IX, identity theft 
prevention, Responsible Conduct in Research, and educating new employees as part of the 
employee onboarding program. For some employees and individuals, certain types of training 

are mandatory; for example, Clery training is required for “Campus Security Authorities” and Title 
IX training is required for “Responsible Employees”. Additional examples of other University 
compliance and integrity training are provided at: Training | Compliance and Integrity. 

VIII. REPORTING, RESPONSE AND PREVENTION 

A. Whistleblower Reporting 

NC State is committed to an environment where open, honest communications are the 
expectation, not the exception. NC State wants all members of the University community, 
regardless of their position, to feel comfortable in approaching a supervisor or manager with 

their concerns. Living our university value of integrity also means making reports when 
individuals in the community see or hear about concerning behavior. 

NC State encourages the campus community to report concerns directly to a supervisor or 
manager  or directly to the university offices responsible for investigating these concerns. These 
offices include, among others, the Internal Audit Division (IAD), University Human Resources 
(HR), the Office of Equal Opportunity (OEO), and other responsible offices as appropriate. A list 
of responsible offices that receive and investigate reports of concerns is available at Reporting 

Concerns | Compliance and Integrity. 
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Reporting concerns regarding compliance and integrity is also available through the EthicsPoint 
hotline. The EthicsPoint hotline supplements existing mechanisms by providing an additional 
means of reporting including through anonymous means. Individuals submitting reports are not 
required to enter their name or contact information when submitting a report through 

EthicsPoint. Neither NC State nor EthicsPoint tracks the origin of online reports. In addition, 
even if a reporter remains anonymous, EthicsPoint allows for two-way communication between 

compliance personnel and anonymous reporters. This tool allows compliance personnel to ask 

reporters for more information about their concern, while also allowing the reporter to retain 

their anonymity. Individuals desiring to report using EthicsPoint can either make the report by 

phone by calling 1-844-599-8786 or online by going to ncsu.ethicspoint.com and following the 

provided instructions. 

NC State is committed to protecting individuals who report concerns. Information provided in 

EthicsPoint reports will be kept confidential to the extent possible. However, compliance 

personnel or the referred unit may need to share information with others, including the subject 
of the complaint, (i) on a strict need to know basis to review, investigate, and resolve the 

reported concern, (ii) if someone’s safety or legally protected rights are at risk, or (iii) where 

required by law. Reporting suspected violations of laws, policies, regulations, or rules is a 

protected activity. Any adverse action taken against an individual because the individual 
engaged in protected whistleblower activity constitutes retaliation and is strictly prohibited. For 
more information, please see the 3D Memo on Whistleblower Protections from the Executive 

Vice Chancellor and Provost. 

B. Response and Prevention 

As stated throughout this Plan, NC State is committed to a culture of compliance and ethical 
conduct. In helping to achieve the Program’s purpose, each university Responsible Compliance 

Official and their unit is responsible for adapting rapid response protocols that are uniquely 

developed based on the specific compliance issues and identifying appropriate 

communications channels to help address incidents as they arise. These rapid response and 

prevention protocols require prompt investigations and appropriate corrective actions, including 

employee discipline, regardless of position or title. Investigations into these types of possible 

issues include real time communication and updates with the appropriate NC State officials. 

Following any incident, the appropriate University officials and the impacted units will engage in 

after-action reviews of how incidents were handled and will identify any areas or opportunities 

for continual improvement, including making updates to the protocols to prevent similar 
incidents in the future. 

IX. COMMUNICATIONS 

The Program includes a communications component to engage and inform the NC State 

community. Communication initiatives for the Program continue to build a culture of 
compliance and ethical behavior by reinforcing NC State’s commitment to embracing the “tone 

at the top,” with messaging from the Chancellor down to all levels of Compliance Officials. In 

addition, the Program’s communication strategy helps to raise awareness of ethics and 

compliance requirements, including information on new regulatory requirements and emerging 

risks. The Program’s communications includes robust website development and presence 

available at compliance.ncsu.edu, distribution of notices or important information required by 

federal or state law to campus, and messaging from university leadership. 
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